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[*] Attack Phase

[*] Infrastructure

HostName os

CHEIRON Amazon Linux2
FOXTROT Windows 10 Pro - 10.0.18045.2965
ECHO Windows 10 Pro - 10.0.18045.2865

ALPHA Windows Server 2019 Datacenter - 10.0.17763.3650

XHARZE 2R3 AH8BAS £ M2 7|Hte 2 X2 2dst AtO|H 2|® (BPFDoor
EXAN S8 | Z2)9 X7 ¥FEH HOH fF #HEo HX|S2 34 TH dIHFIIE Al
=4 0|4 dt, 2 SHZ7|”o| Cist EX| Mg =&t}
XE MES AN SZu FAeH "Ejel 34 AER 4 SH=2 BAlSt=H East BX B
2 49
Ol EYUAIZE | BF FE o gAIZE * F~10A|7F 28 Al 3EFCZE 21
=qgolo
T =T
o3t A HELHE
B 4 28 i
gEd s4 25 Y
e 34 2= e
e 4 85X E iy
EHOH MELHE
AN Zdst APT 34 AHIE ZARSHL, 54 TN dHF7(0| et SHAAEE 250 BN 54
2 A&l A8 S85E gL
[AHES0 Cist ofAl]
[*] 3ZA1&: Wizard Spider
[*] Operations Flow
Wizard Spider= &2 Trickbot WZ HROZE Ae{Zl 2{A[of 7|8t MA+ HE OAF/LICH 2018 8
¢ Wizard Spider= Trickbot 2ZEQ|O{0f Ryuk YO BIEZE 7tsSHA ote 7le2 FIRSL
Ct Olz Qlsf =2 WHLYO Ez3 HE XK= #d Uil ZEE BH2=E &= "big game
hunting" ZAm| Q0] HMESLICH FHEDSH Ryuk SZA0|&= Universal Healthcare System H&, O
= ZX[ot & EERZCH F HE WH AR, 5= 7|¥0| ZeE Lo
A 2E
.o ...

Phase Summary

Number

Phase 1 |4 0|l e S HHE 2UH Word document I 2 DIZ AWS S3fi ALEX} PCO| HETLICH AWE AR E €2 MHE S3 7t HO|ZEE L2 EE 211 escript.exe U
rundli32.exe Z2MAE 22510 ZZX CommandE HHELICE rundli32.exeE St HHE Emotet(adb.dil) EFE= A AL HE £FH(ZE) % XSS |50
Outlook scraperE S AFE X Y E A0 A Credential HE & ZFELICL 23 ¥ Credentiol HEE St 22 LU HEHI SAER WinRMS % £ 0|52 $+™s5t0
Trickbot(uxtheme.exe) 24T EE HHFLICH

Phase 2 AMEl Trickbot 2AHIEE FR A|AH HHE £F|(E3])511 Rubeus 2 =T E S8l Kerberoasting 222 +=33HL|CH Kerberoasting 22 32 Sl 2%|El Kerberost
Ticket HEE HIE O = T HE NTLM SHAIZES Brute Forcingst SO HEE2]of Cigt AR H2E HR{ELCH S3El AEERE E6f =0l ZIEZ2Z WinRME St £H
0|S 2 =HBILICL 7|E} 25 =2 SAHZ, SAM CIO[E| H|0| A HIE S8t X7 HB S5 T S#BHLCH
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CI2ZC Y2 Trickbot(uxtheme.exe) Y EZCEE At =2 MH|A E8 Y S§ X|FE M4H|E SHTILICEH 0K 2Z Process InjectionS S8 2o E|0|E +H$ Ryuk H4
#0i7t RSA-2048 3! AES-256 212|Z YAS Sof AlAH T8 TYS HeJE sAE0| B s A4S CH

Role 1P

Linux Workstation{Attacker)

cheiron.somma.kr

Windows Workstation(DU) 192168115
Windows Workstation(DU) 192168114
Windows Server(DC) 192.168.1.10
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[*] Operation Flow

HOST - SOMMA\FOXTROT { Step 2 ﬁ,] [ Step 3 }

Emotet Persistence Emotet Host Discovery

Step 1 - al Compromise

192.168.1.15/24

Windows 10 (19045.4046)
Step 3 Step 3 Ii
Ingress Tool Transfer (Scraper) Credential Collection

[ g;';phlshlng Attachment @] Step 4 — Lateral Movement

HOST — SOMMA\ECHO Step 4 Step 5 @
[ I Ingress Tool Transfer (TrickBot) TrickBot Discovery
Windows 10 (19045.4046)
192.168.1.14/24 Step 6 Step 6 ) \:l
O Ingress Tool Transfer (Rubeus) Kerberosting to DC

[{

S

M CHEIRON

H
Step 7 — Lateral Movement

HOST — SOMMAALPHA [Step 7 J [ Step 7 ﬁ’}

Ingress Tool Transfer (TrickBot) TrickBot Persistence

t:B
G
===’

(
!| steps
i | Password Cracking

Step 7 c Step 8 ‘
Windows Server 2019 Dump AD Database Ingress Tool Transfer (Ryuk)

192.168.1.10/24
Step 9 Step 10
[ Ryuk Inhibit System Recovery g] [ Ryuk Encryption for Impact a]

[*] Emulation Plan

Script Description HostName Source ID
@ Disable Windows Defender Z} StepE F2 AHIC HA HHE 9|8 MS Windows DefenderE BIZH4 &t SHLICH FOXTROT ECHO ALPHA 1
Install Microsoft Office 2013 T[4 O|0f|Y HEPOto| oM (327t EBHEl Word BMO|E2 H4 A S I3 MS Office 365 HT Word FOXTROT 2
S gxguch
Windows Remote Manageme  Lateral MovementE $=345}7| 28l WinRM Z7| 4 S MEISHLICH FOXTROT | ECHO ALPHA 3
nt
Microsoft Word, Outlook Sec  Microsoft Word® Outlookl] CHEt Hot =S AelgfL|ct FOXTROT 4
urity Settings
B .NET Framework 3.5 Rubeus T3 AF22 9|8 NET Framework 3.55 MX|gH|Ct, ECHO 5
@ SPN Settings KerberoastingS 915 SPN& “&ELCH ALPHA 6
@ Wizard Spider Setup Wizard Spider AILI2| 20 M AF25H= Setup 23 B ELICH CHEIRON FOXTROT ECHO 7
ALPHA
*] C ﬁl H Dd3Cc
] THAIE SH3E
1.B T1204.002 | User Execution: Malicious File
FOXTROT 192168.L15
Somma2| User Foxtrot= BI04 otd EAME CHRRE 20 S¥TLICH
1 Add-Type -AssemblyName UIAutomationClient 2 O
2 Add-Type -AssemblyName UIAutomationTypes
3 Add-Type -AssemblyName System.Windows.Forms
4
5 Start-Sleep 3
6
7 $outlookID = (Bet-Process -Name "outlook").Id
8 $loopcondition = $false
9 while (-not $loopcondition) {
18 $root = [Windows.Automation.AutomationElement]::RootElement
11 $condition = New-Object Windows.Automation.PropertyCondition([Windows.Automation.AutomationElement]::ProcessIdProperty, $outlookID)
12 $outlookUI = $root.FindFirst([Windows.Automation.TreeScope]::Children, $condition)
13 $condition = New-Object Windows.Automation.PropertyCondition([Windows.Automation.AutomationElement]::ControlTypeProperty, [Windows.Automation.ControlType
14 $dataltems = $outlookUI.FindAll([Windows.Automation.TreeScope]::Descendants, $condition) | Select-Object -First 5
15 foreach ($item in $dataltems) {
16 if ($item.Current.Name -like "*#{ATTACKER_SENDER_NAME}+") {
17 $x = $item.Current.BoundingRectangle.X + 180
18 $y = $item.Current.BoundingRectangle.Y - 5
19 [System.Windows.Forms.Cursor]::Position = New-Object System.Drawing.Point($x, $y)
20 Start-Sleep 1
21 $item.GetCurrentPattern([Windows.Automation.InvokePattern]::Pattern).Invoke()
22 $loopcondition = $true
23 +
24 12
25 if (-not $loopcoendition) {
26 Start-Sleep 5
27 1
28 }
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